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Privacy impact assessment East London Database 
 

 

Need for a PIA 
  

Explain what the project aims to achieve, what the benefits will be to the 
organisation, to individuals and to other parties.  

 

The programme objectives are to support and assist the local health 
economy in providing better health care and health outcomes to the local 

population.  This is done through the use of health data to identify need 
and assist in the planning of services to improve health outcomes. 

 
We do not consider the data extracted to be personal, however a PIA will 

provide a high level of assurance regarding this. 
 

Pseudonymised, coded data is extracted electronical from GP clinical 
systems.  No patient identifiable data is allowed including name, data of 

birth or NHS number.  The data is pseudonymised at source and we don’t 
hold the key so cannot re-identify patients. 

Certain features of the patient including common illness ,ethnicity and age 
at  a point in time are extracted to provide meaningful health needs 

assessments.  Published analysis of this data would be aggregated and 

very small numbers suppressed.   
 



 

The data is held securely and access to the data is only allowed to certain 
members of the team or agreed analysts working in the local authority or 

CCG for the purposes outlined above.  All staff who access the data must 
undergo and pass information governance training and sign agreements 

as to the purposes and duration of the analysis. Access is monitored. 
 

A motivated intruder test indicated one vulnerability regarding patients 
over 100 years old wherein with single counts it could be linked to 

possible other records available publically.  This risk is mitigated by 

limiting access to approved users and signing off any reports for 
publication.  In addition we are recoding patients individual ages over 100 

as an aggregate entry of 100 plus.  There were no other factors 
sufficiently rare or unique that could easily be linked to publically 

available information. 
 

There were in total 31 patients aged over 100 with 5 of those having a 
unique age. 

 

 

Identify privacy solutions 
 

Describe the actions you could take to reduce the risks, and any future steps which would be necessary 
(eg the production of new guidance or future security testing for systems).  

 

Risk  Solution(s) Result: is the risk 
eliminated, reduced, or 

accepted? 

Evaluation: is the final 
impact on individuals 

after implementing each 



 

solution a justified, 
compliant and 

proportionate response 
to the aims of the 

project? 

 

Patients with a unique 
age over 100 could be 

corss referenced against 

publically available 
documents that might 

lead to re-identification 
 

 
 

 

Aggregate all age 
groups above 100 as 

100 plus 

 

 

Risk is significantly 
reduced 

 

There would be no loss 
of value to the 

outcomes of the work by 

implementing this 
solution. 

  



1 

 

 

Step five: Sign off and record the PIA outcomes  
 

Who has approved the privacy risks involved in the project? What 
solutions need to be implemented?  

 

Risk Approved solution Approved by  

 
Patient re-

identification 
 

Aggregation of 100 
plus age group 

CEG SIRO and 
Caldicott Guardian 

 

 

 

Step six: Integrate the PIA outcomes back into the project 
plan   

 

Who is responsible for integrating the PIA outcomes back into the 
project plan and updating any project management paperwork?  

Who is responsible for implementing the solutions that have been 
approved? Who is the contact for any privacy concerns that may 

arise in the future? 
 

Action to be taken Date for completion 
of actions 

Responsibility for 
action 

Aggregation of 100 
plus age group 

 
 

 
 

April 2019 Database Manager 

 

Keith Prescott CEG Caldicott Guardian  

 
 

 


