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Introduction

Welcome to the Windows Managed Service. You should hopefully have your shiny, new (or
transferred) QMUL laptop. This guide will help get you started and cover some features of Windows &
applications and working policies & processes that can assist with safe and productive working.

For more information, visit the QMUL ITS Self-Help Web Site, with guides and help on getting the most

out of your tools.
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The First Day

So, you have plugged in your laptop and switched it on. There are 2 main scenarios to consider here:
- You collected your laptop directly from IT Services

- Your laptop was delivered to you at a remote location

For the first scenario, the engineer will help get you set up when you collect the laptop. The second
scenario, however, needs a unique step to load your user profile onto the device...

The VPN Provisioning Tunnel
Firstly, you'll need to contact Service Desk to enable the provisioning portal for your user account.
Once they’ve confirmed it’s added to the group, you can continue with the following instructions. To
load your profile onto the device for the first time logging in, please follow these steps:

Logging into the Provisioning Portal
When you first get your machine, you are required to log into the provisioning portal at the Windows
login prompt. This is done by:
1. Selecting sign in options at the Windows logon prompt and clicking the Fortinet shield

[
Other user

Connect a VPN tunnel & log in to Windows

N
Sign in to: QM.DS.QMUL.ac.uk

How do | sign in to another domain?

Sign-in options

Q®

2. This will reveal the login options for the FortiClient VPN. The machine will be joined to the QM
domain, so you can tick the Use my Windows credentials for VPN check box and then enter
your QM standard user account.

3. IMPORTANT: You need to select the Provisioning option. You may need to scroll down to see it
and the scroll bar can be hard to spot at first.
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Sign in to: QM.DS.QMUL.ac.uk
How do | sign in to another domain?

VPN tunnel:

3

QMUL-Provisioning

v/ Use my Windows credentials for VPN

IgN-In options

Q®

4. After hitting ENTER or clicking the right arrow button next to the password entry box, the logon
process will begin and indicate that it is trying to connect to the VPN. This will take longer than
a normal logon, due to the initial VPN connection and device sync.

Connecting to VPN (QMUL-Provisioning)...

5. Once the VPN connection is successful a prompt will appear providing this information. During
the logon process the user settings (group policy) will run and the user certificate necessary for
the normal VPN connection will be installed. The FortiClient icon in the bottom right will have a
golden padlock to illustrate that it is connected.

“°'@

After Provisioning Log In
Once you arrive on the desktop, be sure to spend at least 5-10 minutes before restarting or logging off
to ensure all pre-requisites are deployed to your user profile. After this point, you should be free to
restart / log off and then log in normally. From this point onwards, you will need to use the “mRDS”
VPN profile in Forticlient for normal access to QMUL resources.
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VPN Connection Troubleshooting

Certificate installation can be confirmed by checking the users certificate store.
1. From the Windows search bar type user cert and then select the Manage user Certificates.

Best match

S’ Manage user certificates
3 Control panel ._)

Documents - This PC "
Manage user certificates
VPN2 user cert auth success - in SSL i

PN Troubleshooting

VPN2 user cert auth success - in SSL s
PN Troubleshooting ~~ Open

Search school and web

L user certificate - See school and wet

L user cert >
L user certificate store >
Folders
User certs - in Setting Uy >
User certs - in Setting Up >
User certificate notes - in Certificate >
L user cert

2. From the window that is displayed, under Certificates — Current User select the Personal folder
and then Certificates folder.
The pane to the right should show the user certificate which is issued to the username of the
user in question. The Issued by field should show QM-PKI-SRV-001-CA. If this is not the case,
please contact IT support to remedy the situation.

E certmgr - [Certificates - Current User\Personal\Certificates]

File Action View Help

& |2 0| 6= H

V) Certificates - Current User | lssued To - Issued By
vE pe"(‘:’":i'f, : 25 aawa77 QM-PKI-SRV-001-CA
_ Certificates

| Trusted Root Certification Aul|
| Enterprise Trust

| Intermediate Certification Au|
| Active Directory User Object
| Trusted Publishers

| Untrusted Certificates

e A VT W TR S M N s 1 e LR TR S T

‘ ol aax142 QM-PKI-SRV-001-CA

Checking Software

Once you are connected to the VPN, your computer will start to synchronise with QMs on-premises
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systems. Expect this phase to take an hour or more. You can view the progress of your application
installations by opening Software Centre from the start menu and checking the Installation Status
page.
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Rights and Restrictions
ITS Policy

As with all QM-managed devices, usage of a managed device must be in line with the provisions set out
in the ITS Policy. The virtual environment, while self-managed, also requires adherence to many of
these provisions.

ITS Documentation and Information
You can find an additional range of guides and information on ITS offerings in the Self Help section of
the QMUL ITS web site . You can also submit comments directly on these documents as feedback for
review and improvement.

Administrator Rights

With all QM-managed devices, users are not given access to admin rights on their host machines. The
virtual environment provided on mRDS devices is specifically designed to mitigate this requirement for
most use cases.

Applications

While QMUL provides a large library of software for deployment, there are crucial factors dictating
access to this software. The main criteria here are licensing and security. You may need to contact
your faculty management and / or Business Support to gain licensed access to an application. Some
applications may pose a security or compliance risk (particularly data storage solutions and
communication tools) and cannot be made available to managed devices users. Again, the virtual
environment can mitigate this scenario for software that you own or is free and legal for use according
to your situation.

10
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The OS - Windows 10
Your Start Menu

User Name Browsers

Remote Desktop Connecti... > e e

Intemnet
Notepad > Microsoft Edge | Explorer

Paint

A
Software Center ’) q

Calculator Mozilla Firefox Google Chrome

Command Prompt Office 2016

xH VE| P3

PowerPoint
Excel 2016 Word 2016 2016

N1
File Explorer > 0 - g

Skype for
£33 Settings Outlook 2016 Business 2016

d) Power

All apps

® O H!‘-C).%OE;BEWE

The tiles on the right show your web browsers and some office apps, and the list on the left
shows your most used apps. To view all available apps, click "All apps" in the bottom left-hand
corner of the menu. You can also search for an app from the start menu; simply open the start
menu and begin typing the name of the app you are searching for.

You can return to the Start menu from wherever you are by pressing the Windows button on your
keyboard.

Finding your computer name
There are several ways to find your computer name besides looking at the Service Tag sticker on the
underside of the laptop.

- Hold the ‘Windows’ key then hit ‘x’, followed by ‘y’.

- Open the start menu and search for name and select the ‘View Your PC Name’ option.

11
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Signing out, shutting down or Restarting your PC

To help maintain a healthy working device, we strongly recommend you schedule weekly restarts. This
helps it stay up to date and resolve certain pending operations.

Signing Out

On the Start menu, click on your name, you will then be presented with three options: "Change
account settings"”, "Lock" and "Sign out".

2 User Name

Change account settings
Lock
Sign out

’ Paint

N Software Center

Shutting Down or Restarting

On the Start menu, click "Power", you will then be presented with three options: "Sleep", "Shut down"
and "Restart". It is recommended that you restart your device, at least once per week.

Sleep
Shut down

Restart

(') Power

Additionally, by right clicking the start button or hitting WINDOWS KEY + X, you can see the auxiliary
start menu and perform the same power functions.

12
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File Explorer
Search

Run

Shut down or sign out

Desktop

Sign out
Sleep
Shut down

Restart

13
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Security
Forticlient (CLN-MS only)

The Forticlient VPN function is only a subsystem of the comprehensive security client features and
handles Malware protection, Vulnerability Scanning and more.

Windows Defender (CLN-RS, CLN-TS)

Microsoft Defender for Endpoint (MDE) is an enhanced version of the standard Windows Defender
security platform built into Windows. It provides additional protection and intelligence on threats both
based on your device and acting from a remote source.

14
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Working with Applications

Self-Service

The key tools of the managed self-service experience are the Software Centre and Company Portal.
Most fixed devices on campus will only have Software Centre, while Managed laptops usually have
both. From here you can synchronise your machine’s app profile, check for and install updates, run a
device compliance check and synchronise the device with the management systems. Apps will not
necessarily show up in both Software Centre and Company Portal, so it is good to check both apps,
particularly if you are expecting some software to be available.

Software Centre

This app requires a connection to QMUL servers, so it will only function on the VPN or directly on the
campus network (e.g., wired connection). You can find it by beginning to type Software Centre in the
start menu.

Q Queen Mary
All Apps Documents Web More ¥

Best match

- = Software Center
croR a‘
App

Apps
Software Center
Logitech Unifying Software App

" search school and web
L sof - see school and web results Open

L sofology Open file location

impc O sofascore Unpin from Start

Queen Mary, University of London suggestions Unpin from faskbar

a Dept W Information Hub: Softphone

na. Documents - SharePoint (2+)
Documents - This PC (7+)

Settings (4+)

15
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Queen Mary, University of London

[#® Applications
&

~
' Updates Fiter: [ Al v Sortby: [Mostrecent  ~| EiEH

Required \ Search pJ

B Operating Systems
[™ Installation status

€& Device compliance

¥ Options B
KeePassXC (x64) Dell Command | Dell Command | FortiClient 7.0.7 - Logitech Software  Microsoft Quick
Te Update 4.7 Configure 4.8 CLN-MS Logite Assist
3 ~ ¢
. e (=)
Visual Studio GraphPad Prism GraphPad Prism 9 Mozilla Firefox ESR  VMware-Horizon-  OpenJDK 16
Components - C... Upgrade - v9 (x64 en-GB) Client-8.4.0

Install

Click on the desired app and hit install. You may be asked to restart at a convenient time once the
installation is completed, but for most applications, this is not necessary. This will often be available as
an option before an app is scheduled to force installation. Should you need to get it out of the way at a
more convenient time (e.g., not during a meeting), this should serve you well. Always be prepared for
an unsolicited restart just in case... To this end, always make sure all work and data is saved to reduce
the risk of trouble later.

Applications ) Application details

Mitel MiCollab

Published by Mitel

Status: Available
9.2.104
Date published: Not specified

Versio

Restart

D ze: 128 MB

nts:
15/06/2021

Repair and Uninstall

Once an app is installed, the install button will be replaced with an uninstall and / or repair button.
These actions will not necessarily be available for any given app (indicated by a grey icon), particularly
if the app is force installed onto the machine. The repair button can also be used for special functions
like running a special task in an app (e.g., scan for updates)

16
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FortiClient 7.0.7 - CLN-MS

@ Published by Fortinet

wiosan [ Repai |

FortiClient is a Fabric Agent that delivers protection, compliance, and secure
access in a single, modular lightweight client. A Fabric Agent is a bit of endpoint
software that runs on an endpoint, such as a laptop or mobile device, that
communicates with the Fortinet Security Fabric to provide information, visibility,
and control to that device. It also enables secure, remote connectivity to the
Security Fabric.

d: 04/11/2022

d: Might be required
164 MB

5 minutes

1

21/09/2022

Synchronising your machine for changes

When working with support staff and expecting changes to your apps (e.g., new apps available), you
can Sync Policy to speed up the process of making those available. This may not work as quickly as
you expect but can help expedite matters. This is sometimes used when in consultation with an IT

support staff member, though.

17
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Queen Mary, University of London

I Applications Specify the Software Center configuration settings for this computer.

< Updates

Work information

T Operating Systems

Indicate the hours that you typically work. Some software can be scheduled to install outside your busir

I’ Installation status Business hours: From through

:6 Device compliance Days: D Sunday Monday Tuesday Wednesday Thursday Friday D Saturday

m Specify whether you regularly use this computer to do your work. Your administrator might automatical

| regularly use this computer to do my work.

Power management

Computer maintenance

Specify how Software Center applies changes to software before the deadline.

] Automatically install or uninstall required software and restart the computer only outside of the s

[v/] Suspend Softwlre Center activities when my computer is in presentation mode

Company Portal

Queen Mary, University of London

Featured apps

Y Home

Apps

s & updates
MENDELEY

Mendeley
Desktop
Mendeley

support

Recently published apps

Image) 1.5 Dell Command | Dell Command | Logitech Software FortiClient 7.0.7
Wayne Rasband Update 47 (onﬁgu’e 48 Installed CLN-MS
Installed Installed Installed

2 My profile

3 Settings

18
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Installation is very much like Software Centre, in that each app has its own page and the available
actions are located there, along with a description and metadata. There is no repair button available
here, although a Reinstall button can sometimes be used. Synchronising policy is again handled in the
options page.

Apps on the taskbar

Most apps can be "pinned" to either the taskbar, the Start menu, or both. This will ensure that
a shortcut to that app is always available. To see pinning options for an app, simply right click
its shortcut. The example below is from an app shortcut on the Start Menu, but you can right
click on any app shortcut, for example on the taskbar or the desktop.

W9 Software Cantar Z’) q

i Calculat = Pinto Start Google Chrome

f— More >

Comma }3 Unpin from taskbar

Uninstall s
Run as administrator

X g Open file location

Excel 2016 Don't show in this list

Pinning apps you have open
If you are already using an app, you can pin it to the taskbar without going to the Start screen.

Step one
Right-click the app button on the taskbar.

Step two
From the options that appear, click Pin this program to taskbar. The app you pinned will stay
on your taskbar even after you close the app.

Microsoft Edge Comments o1

about Conne
{3 Unpin from taskbar Email connect

X Close window

0

19
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Microsoft Teams

Microsoft Teams is the University’s recommended and supported online collaboration tool.

Teams is integrated with other Microsoft 365 (formerly known as Office 365) products. It brings
together everything you need to collaborate with groups of colleagues in one online workspace. As a
conduit between OneDrive for Business and SharePoint Online, you can leverage its features Inc.
Calendar, Chat (IM) and Voice and Video Calls/Meetings to share information and documents.

OneDrive /

For Your own file

MS Teams

(based on SharePoint) MS Teams is a “front end” to enable groups to regularly
collaborate and share information/documents.

>

Standalone SharePoint sites can
also exist and be created outside of
MS Teams

VCCalls/ ’

storage (equivalent to

G drive) \ Calendar | Chat (IM) ‘ |
Create draft

documents to be

shared in the future Files

\ R

(Auto-created SharePoint Site)

Meetlngs/
QMUL web site (T4)
e.g. policies, templates

%ublish

to “Files”
in Teams

Document
(if appropriate)

In Microsoft Teams, teams are groups of people brought together for work, projects, or common
interests. Teams are made up of channels. Each channel is built around a topic, like “Team Events,”
a department name, or just for fun. Channels are where you hold meetings, have conversations, and

work on files together.

A guide can be downloaded here: MS Teams Guide [PDF 1,245KB]

20
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BitLocker — Hard Drive Encryption

BitLocker is a hard drive encryption program for Windows laptop users which may prompt you to set
a PIN when you first sign into your laptop. This PIN will then bind to the encryption already present on
your laptop hard drive, adding another layer of protection against unauthorised use. You will be
required to enter your PIN each time you start your laptop.

If you enter your PIN incorrectly, or forget it, you can access the recovery PIN from the IT Helpdesk.

BitLocker

T

21
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Eduroam (and other Wi-Fi) - for QMUL

laptop users

There are a few wireless networks available around the campus. The network you should mostly
use to connect your laptop to the network is ‘eduroam’.

Connecting to eduroam

If you are a QMUL laptop user, the easiest way to see
available wireless networks is to click on the wireless icon in
the notification area of your taskbar, which is located at the

right end of the taskbar.

QM.DS.QMUL.ac.uk

=

Q University Connection

ﬁ eduroam

Secured
¥ Connect automatically

QM-Guest

Open

edutest

Hidden Network

Airplane mode

Upon choosing eduroam, you will be prompted for your
QMUL username and password. You will need to enter
your username in the format abc123@qmul.ac.uk (please
note that this is NOT your email address).

Do not forget to tick the ‘Connect automatically’ box, so
you do not have to enter your credentials each time you
connect. Click Connect.

22
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Fortinet VPN

ITS may set this up for you, ensuring your machine is able to connect to the QMUL VPN to access
necessary internal resources. Once configured, the 'Client Certificate' field should display '[your
username] / QM-PKI-SRV-001-CA’

& FortiClient -- Zero Trust Fabric Agent
File Help

cgaa292 G L
/
L4 REMOTE ACCESS D
" -_

VPN Name ‘ mRDS v| —

Username ‘ cgaa292

Password ooooooooooooooooo

Client Certificate ’ cgaa292 / QM-PKI-SRV-001-CA v @&
Save Password Auto Connect

Once the VPN is successfully connected, you should see a small orange lock on the Fortinet Icon in the
Taskbar Tray

For further information, please visit:
https://www.its.gmul.ac.uk/support/self-help/user-guides-for-the-fortinet-vpn-(forticlient)/

23
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File Services

The primary storage location for the managed research desktop service is OneDrive which provides
5TB of space for personal files. This ensures that all important documents are synchronised with the
Microsoft cloud and therefore not at risk if a device is lost or damaged. OneDrive has a built-in
capability to share files or folders. It is not particularly good at synchronising large numbers of files
(Uses a lot of computer power during processing). Synchronising large files will consume a lot of
bandwidth.

For collaborative purposes, SharePoint provides a self-service capability to create and manage sites
with up to 25TB of capacity. Document libraries on sites can be mounted on file explorer in windows for
ease of use. Since it uses the same synchronisation technology as OneDirive, it is not brilliant with large
numbers of files and will not accept some file extensions.

For HPC storage see the following link: https://docs.hpc.gmul.ac.uk/storage/ The drawback of this is
that it does not allow direct access to data to modify from a client, so has to be downloaded and then
re-uploaded if modified unless being run on the HPC.

However, in some circumstances, SharePoint, OneDrive and HPC storage are not suitable storage
locations and an SMB or NFS mount is required instead. This is most likely to be encountered when
performing testing or development on code that will later be run on the HPC; or for other computational
analysis.

The OneDrive app

In bottom-right hand corner of your taskbar, you should see the OneDrive Icon, indicating that the
OneDrive app is running.

14:49 =)
4/05/2021 L

0 BT LE zZV

To ensure you are signed into OneDrive as expected, you can click on the icon, and the OneDrive app
will show you that it is either up to date, or currently updating. If it does not, you may not be signed into
OneDrive

24
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¢ ® OneDrive is up to date
Quee. Mary, University of London

- Default.rdp
\ Uploaded to Documents
%) 1 hour 30
& Our ago

O @ 2y

Open folder View online Help & Settings

+
14:49
4/05/2021

100%

ol
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Folder Locations

The default folders you use to save your files will be in ‘OneDrive - Queen Mary, University of
London’. To check this is working correctly for you, right click your Documents folder icon under ‘This

PC’ in the file explorer, and check the Location tab. You should see ‘C:\Users\[your username]\OneDrive
- Queen Mary, University of London\Documents’.

¢ v

s Quick access
@ OneDrive - Queen
fla Queen Mary, Uniy

[ This PC
- 3D Objects

[y Desktoi

4 Downloads

D Music

& Picturec

@ Videos

‘== OSDisk (C:)

== Department - IT
== Applications (L:)

¥ Network

¢ Documents Properties X
General Sharing Security
Location Previous Versions Customize Stat
4—; Files in the Documents folder are stored in the target )
location below. N

You can change where files in this folder are stored to
another place on this hard drive, another drive, or another
computer on your network.

@aaﬂ“&w&ive - Queen Mary, University of b|

Cancel | | oply
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Your Desktop

Your Desktop should show C:\Users\[your username]\OneDrive - Queen Mary, University of
London\Desktop'.

W % | Desktop
Home SH B Desktop Properties X
€ RO General Sharing Securty Location  Previous Versions
[ Fies n the Desicop foder are stored i the target 3
s Quick access :
location below. o
@ OneDrive - Queen )

You can change where files in this folder are stored to
another place on this hard drive, another drive, or another
computer on your network.

[ This PC E—
= ; i‘l‘l\OneDrive -Queen Mary, Universily of London\Desktopl >
3D Objects —
[ Desktop

) Documents
34 Downloads
D Music

[&] Pictures
B videos

5 0SDisk (C:)

fa Queen Mary, UniV

== Department - IT
== Applications (L:

¥ Network




\@_s’ Queen Mary

University of London

Your desktop will show the contents of this folder as desktop icons.

If either of these do not display OneDrive paths, please contact IT Services.

OneDrive Status indicators
Many icons will display a OneDrive indicator, such as the small cloud logo on this notepad file:

These will either be on the icon for the file itself, or in the ‘Status’ column in your file explorer. For a full
list of what these indicators mean, see below:

28
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2006 Ransommere K (>  File Resides in the Cloud Only
FSRM 2012 - 2016 Scripts
ntune scnpts O
SurfaceDiagnostic Tooliie_v1.1.50.0 o @ File Resides in the Cloud and Temporarily
Wint0mp on the PC
S N 2 ©  File Resides in the Cloud and
Lompany Logopg &
O DigiCotiilo . Permanently on the PC
Microsoft Technical Support Contrall (M ~
ﬁ outicoktocissetup ms (] d F"e 's Svnc'n‘
0 PatchGeid s (-]
D rcmanmsi B €)  File Sync has an Error “HELP!”
& Test File - Copyjpg <
& Test Fiejpg >
(55 TreeSaefreeSetup exe

Managed research desktop file storage

In some circumstances, SharePoint, OneDrive and HPC storage are not suitable storage locations, where
a shared network drive would be more useful instead. This is most likely to encountered when performing

testing or development on code that will later be run on the HPC; or for other computational analysis.

You have 150GB initially, with more available via approved request.

Please Note: There is no replication or alternative backups. For better data security, you should

migrate data to Onedrive / Sharepoint when dormant.

Map a network drive to get to it from File Explorer in Windows without having to look for it or type its
network address each time.

Open File Explorer from the taskbar or the Start menu, or press the Windows logo key + E.
Select This PC from the left pane. Then, on the Computer tab, select Map network drive.

.| |A 5 | This PC

“ Computer View
m Uninstall or change ag
v - @
, . jB4 System properties

Properties Access Map network Add a network Open

media * drive ~ location Settings 2 Manage
Location Network System
& v o B> ThisPC >
, - Folders (6)
#* Quick access
& OneDrive - Microsoft - Desktop *s| Documents

@ OneDrive - Personal

s @ This PC g Videos

1. Inthe Drive list, select a drive letter. (Any available letter will do.)

2. Inthe Folder box, type \\mrds-smb.gm.ds.qul.ac.uk\h3. To auto-connect when signing into your
PC, select Reconnect at sign-in.

3. Select Finish

29
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Note: If you cannot connect to a network drive or folder, the computer you are trying to connect to
might be turned off, or you might not have the correct permissions. Try contacting your network
administrator.
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Managed Research Desktop Service (mRDS)
on Windows

Predominantly aimed at research staff and students, mRDS provides an additional secure Virtual Machine for users to
download and experiment with software as they please. The device still runs on a centrally managed service, but
users can open a Virtual Machine, also known as, Play Area/Dev Environment/ Sand Pit, to carry out their research
requirements, whilst not compromising the security of the wider QM network.

mRDS inherits all the security and management features of the standard managed service including access to the
wide and rich list of packaged application/software. A Virtual Machine is integrated as part of the mRDS build and this
is the secure safe space/environment where users will have full administrative rights to carry out their testing,
development, research, and teaching work.

Depending on your work requirements, you may be given an mRDS device with an integrated Virtual Machine.
Further details on how to access your Virtual Machine are below.

Virtualization using VirtualBox

VirtualBox is the heart of the self-managed environment, wherein you can run tests, build research toolsets and
experiment. If running computationally intensive workloads, it is advisable to develop a toolset suite, then request
ITS to package this environment/suite for use natively on your managed device to harness more of the power of your
device.

More information on the software can be found on the vendor’s website.

Launching your Virtual Machine

Your new laptop will come with VirtualBox pre-installed with virtual machine (VM) running the same operating
system as your laptop, but without any administrative restrictions. You can also find a small selection of “Quick
Start” VMs in Software Centre for Windows and Ubuntu (Linux) OSes. The Quick-Start VM demo is to help you
familiarise yourself with the VirtualBox platform before creating your own bespoke VMs. We do not advise relying on
this for normal research work as it is not optimised for your circumstances. This may change as VirtualBox improves
flexibility around unattended VM deployment.

Using the Quick Start VM Demo

To launch your VM, first search for and launch VirtualBox from the Start menu
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All Apps Documents Web

Best match

Oracle VM VirtualBox
App

Apps

vi Visio

4

A VLC media player

q ™ Video editor

Search school and web

b Ifype here to search

More ¥

&~

Oracle VM VirtualBox

Ap§

Open

Run as administrator
Open file location
Pin to Start

Pin to taskbar

Uninstall
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Select the VM on the left and launch by clicking the green arrow. If there is no VM when you first get your

computer, it may still be deploying. The data amounts to around 15GB so it can take quite a while to deploy.

"] Oracle VM VirtualBox Manager — O p- 4

File Machine Help

Tools ;'-,_‘ N,,} R L{/ v

New  Settings wd  Start
B8 General W5 Preview
Name: mRDS-Windows10-001

Operating System:  Windows 10 (64-bit)

i System
Base Memory: 8192 MB mRDS-
S 2 Windows10-001

Boot Order: Optical, Hard Disk
Acceleration:  VT-x/AMD-V, Nested Paging, PAE/
NX, Hyper-V Paravirtualization

I Dpisplay

Video Memory: 128 MB
Graphics Controller: VBoXSVGA
Acceleration: 3D
Remote Desktop Server:  Disabled
Recording: Disabled
2| Storage

LCoptcallor. CATA

Once your VM has started up, you can log in with the password 'ChangeMeNow101'
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&8 mRDS-Windows10-002 [Running] - Oracle VM VirtualBox . O

File Machine  View Input Devices Help

Once you login, you will have administrator access to the VM and be able to install any applications required. Given
the workload for ITS of maintaining and optimizing these quick-start VMs, we recommend you jump straight into the
deep end and learn to create your own VMs early on. This way, you can make all the beginner mistakes before you
have VMs you can’t afford to lose access to.
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&8 mRDS-Windows10-002 [Running] - Oracle VM VirtualBot(\\ - 0 X
\)

File  Machine View Input Devices Help

A -

@ ) 0l & 12 i Wl 6 [ o ot

£ Type here to search

Once you are finished using your VM, shut it down either by going to Machine > ACPI Shutdown in the menu at the

top of the window, or clicking the Start menu and going to 'Shutdown' as you would on a normal PC.

| | Documents

& Sleep

(D Shut down

Q Restart
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Using your USB devices in your Virtual Machine

From the main VirtualBox win

dow, select your VM and click Settings.

V¢ Oracle VM VirtualBox Manager — X
File  Machine  Snapshot  Help
N 3
i oo ! @& »-
Take Delete Restore Clone %mnT;?-—-&ﬁ’;
ettings (Ctrl+
Name Taken
@ Current State
Select the USB submenu on the left-hand side of the settings window.
{2 mRDS-Windows10-001 - Settings X
- General uUsB
Ll_] System Enable USB Controller
- Display () USB 1.1 (OHCI) Controller
- (©) USB 2.0 (OHCI + EHCT) Controller
@] Storage (®) USB 3.0 (xHCT) Controller
i 1
(UJ Atidic USB Device Filters
g Network &
ST~
<\ & uss >
Lists all USB filters of this machine.
IJ Shared Folders The checkbox to the left defines
whether the particular filter is
‘Z’ U enabled or not. Use the context
H ser Interface i
menu or buttons to the right to
add or remove USB filters.
o
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Click on the green plus icon and then select the required device.

Microdia [8268]

The USB device should now appear in the USB Device Filters list. You may now use your USB device in your VM.

usB

/] Enable USB Controller
(O USB 1.1 (OHCI) Controller
(O USB 2.0 (OHCI + EHCI) Controller
(®) USB 3.0 (XHCI) Controller
USB Device Filters
Intel Corp. [0002]

~ e -
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Installing additional Virtual Machines

If any additional VMs are required, there are 2 methods
1. Deploy a prefabricated VM from templates in the Software Center.
2. Create, configure and download the files for your own custom VM.

Software Centre Method

Search for and launch 'Software Center' from the Start menu.

I Software Center

Queen Mary, University of London

Applications ek )

All

Required

~~
& Updates Fiter: Al - Sortby: [Mostrecent  ~ Zi=H

(3 Operating Systems

> Installation status

€8 Device compliance ‘6,‘
£ Options @
FortiClient 7.0.7 - Oracle - Virtualbox NewVM - Ubuntu  NewVM - NewVM - Wireshark (x64) Microsoft Endpoint Mozilla Firefox ESR
mRDS 2004 - BaseVM D... Windows 10 - Ba... | Windows 10 - x64 Configuration M...  (x64 en-GB)
(1) <,
— — = ’ — v
Adobe Acrobat Adobe Acrobat Virtualbox - Virtualbox - Virtualbox - Virtualbox - Oracle VM Mozilla Firefox ESR

Reader DC Conti... Reader DC Conti... Deploy Windows... Deploy Windows... Deploy Ubuntu D... Deploy Ubuntu D... VirtualBox (x64) (x64 en-GB)

Select the required VM's operating system (Windows or Ubuntu) and click 'Repair' to add this VM to VirtualBox.
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Software Center

Queen Mary, University of London

B8 Applications Applications ) Application details

C Updates

B Operating Systems
I> Installation status
& Device compliance

£¥ Options

L Type here to search

NewVM

Uninstall

- Windows 10 - x64

VM Password - ChangeMeNow101
Hit 'Repair’ to spin up a new VM in Virtualbox

tatus: Installed

Not specified

i: Might be required
Less than 1 MB
3 minutes

1

i: 11/10/2022
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Custom VM Method

For information on building custom VMs, please refer to these links:
https://docs.oracle.com/cd/E26217 01/E26796/html/gs-create-vm.html
https://www.virtualbox.org/manual/ch01.html#create-vm-wizard

Removing Virtual Machines

If you wish to remove any VM, in VirtualBox right click a VM and click Remove.

# Uracle VM VIruaisox manager

File Machine Help

& 2 N\
Tools i 2 -
New  Settings Discard  Start
M General

. n10x64-21H2-221014-101125
Settings...

| Create Shortcut on Desktop

o¢ Sort 1000 MT Desktop (NAT Network, ‘NatNetwork')
}
&~/ Search Ctrl+F
Disabled

|7] Shared folders
None

M preview

Win10x64-21H2-221014-101125

w Ctrl+S  hdows 10 (64-bi)
— Clone... Ctrl+0
(3 mRDS-Windows10-001 7 o 7
& Running @ Move.. B
SV Eportto OCLS Optical, Hard Disk
% Remove... MD-V, Nested Paging, PAE/NX, Hyper-V Paravirtualization
o Grou§;e
& Start 4
Paticn 64 MB
VBoxSVGA
Disabled
Disabled
o }
Discard Saved State.
Win10x64-21H2-221014-101125.vdi (Normal, 100.00 GB)
(] Show Log... Ctrl+L ]
refrest [Optical Drive] SW_DVD9_Win_Pro_10_21H2.3_64BIT_English_Pro_Ent_EDU_N_MLF_X23-04688.150 (5.45 GB)
£5  Show in Explorer DirectSound

In the window that pops up, click 'Delete all Files'. Please note: This cannot be undone.

‘ macIiciauue . VIAIPNTILO VY, IVEDLTU Ay, FALJITA, HIFPEI Y PGl iuanLaun s

V¢ VirtualBox - Question ? X

- 9/ You are about to remove following virtual machines from the machine list:
vid

Gra Win10x64-21H2-221014-101125

Ret

Re¢ Would you like to delete the files containing the virtual machine from your
J hard disk as well? Doing this will also remove the files containing the

@i machine's virtual hard disks if they are not in use by another machine.

Cot
Sl Delete all files ~ Remove only

Cot

IDF PIMarv Device u” TODNCAT INIVE T SW DVDY WIN Pro- 10 ZTHZ S GBI T Enansn vro” Ent
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