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OneDrive - Overview

. OneDrive:

« Cloud based

* Personal file storage

*  Working drafts

*  You own the documents

«  Sharing with small groups
« Similar to G:\ drive

* Files available on your devices

Available:
OneDrive SharePoint IS

+ ontheWeb A=l Ownership User Organisation / Team
Permissions User Site Owners
* via Desktop - - —
Sharing User decides Team / Organisation
. via Mobile App DD Usage Personal business Shared collaborative
9 documents & drafts documents
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OneDrive - Web

1
1. Fromthe App Launcher : —t
~ T Upload v 13 Sync o Flow ™
Apps ©

2- SeleCt OneDrIVe E Qutlook @ OneDrive

Complete your OneDrive mission:
il wor Bl e y Upload your first file

& PowerPoint [’ OneNote
Upload your files and photos to OneDrive so you can get to them from any device. Select Uploas

FIIeS are Only VlSlbIe to you unIeSS @ SharePoint $ Teams - the top of the page, or just drag and drop your files.
you share them

n Yammer D Dynamics 365
Dj’_'_] Flow m Admin

5  Name Medified Modified By File Size
All apps >

Functionality is identical to
SharePoint: drag & drop, upload, Documents
download, edit, co-author

New v

QMUL Test Document 5
fspqmuldev01.sharepoint.com > ... > Share...

QMUL Test Document 8
fspqmuldev01.sharepoint.com > ... > Share...
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OneDrive — Mobile App

Access your Queen Mary OneDrive from your mobile device. R E”fg’g%’i’;"})|ay

Available on the
' App Store

Take files offline and edit - synchronize when online.

More information
http://aka.ms/learnOneDrive

- i Attachments Desktop Marketing gB ochur New folder Patient Documents
o WRIES
Contoso
Newest e Bﬂ
Al - Bl | - %
106 MB + May 12, 2015 . =
erly... Contoso HR Handb.. Contractor Legal In... Campaign Results.... Quarterly Executiv... Ciao 2000 - Scoote...
2017 # Just now #1hr ago & Just now 10 min ago # Yesterday, 1001 A

Marketing Brochure

409 MB + March 12,2017 :
o \m
: Y =l
Northwind Proposal.docx .

2 R B

Q
141 KB * Yesterday ate. Cover Concept Art... Contoso HR Notes Travel Cover Conce... Zhuji Shoot 1124... Quarterly Execu...
March 20, 2017 £ Just now 5 min ago anrago & January 2, 2017

Potential Australia Exp.pptx
8.15MB+ 3:30pm &
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http://aka.ms/learnOneDrive

OneDrive — Desktop 1/2

Access your Queen Mary OneDrive from your computer integrated into the File Explorer.
Take files offline and edit - synchronize when online.

Managed by Queen Mary IT

PC Mac Linux

- OneDrive - Contoss ece - % OneDrive - Contoso . o ]
_CIEID) €8 X 2 There is no official Microsoft
Favorites P
« ~ 1 % > OneDrive - Contoso @ irdrop ! = : — i
- - — o . > EEg 3 desktop app for Linux
s s Quick sccess o aluinil I S R i
Contoso Electronics [} sklop . .
B Contore o B vecomerts S The web version is recommended
3 @ OneDrive - Contoso Documents ‘ e @ el © © ol
Images [~ T N Contoso CR=227 Prod Création di Desktop Documents
5 o OneDrive - Personal o & iCloud Drive | Purchas, .ns.dock  Overview. .docX  contoso.k B pptx . .
_ i I — 3 Party Linux apps are available
= This PC Private Info Q@ 5 e Eits =
83 Annwal Financial Report (DRAFT) © 5/ ® m:"m'k = 55 == % ©
> ¥ Network BY Audit of Small Business Sales @ 51 Employee Health _Employes Travel - European Exponse Finance pbix

https://support.office.com/en-gb/onedrive

e o

Q)Y Queen Mary

University of London



https://support.office.com/en-gb/onedrive

OneDrive — Desktop 2/2

Online-only

Files don’t take up space on your computer. ©

You see a cloud icon for each online-only file,
but the file doesn’t download to your device
until you open it. You can’t open online-only # Quickd
files when your device isn’t connected to the
Internet.

Local file /

Downloaded on-demand when you first need it ©
and stays downloaded from then on. Once
downloaded, you can open a locally available
file anytime, even without Internet access. If
you need more space, you can change the
file back to online only. Just right-click the
file and select Free up space.

< | Information Technology (Training) - Documents

]
Home Share View
* « Local Disk (C:) » Users > tonyp.FIT > Queen Mary, University o

Name Status

Anonymous

cs 28 Aug 2019
PRIVATE THURSDAY INFO
Sensitive

fa Queen Mary, Unj

ation Technology (Training) training test

& This PC

&% Network

PCOOOOOOOOOOO

Open With >
Always on this device Move to Trash
Downloaded in advance (select “Always keep ©

Event menu.docx

on this device”). These always available Faiy Phove Caleadi o

@ Share a OneDrive link
() More OneDrive sharing options
& View online

files download to your device and take up 3:;;°;n“s'§c‘§::§;mm =2 Choose OneDrive folders to sync
space, but they’re always there for you even Job Interview Questions. docx ANEVS k88D.0N UNs o1

when you're offline.
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Document Management — Information Classification

Policy details include but are not limited to the following:

1. Information assets need to be identified and assigned an owner. Xa Queen Mary

2. The owners of information assets must define the classification of
their assets and periodically review them.

[
3. Only the author or the designated information owner can apply the WO Quetefrg Id\/lary
protective marking to their information asset. ey onn

4. Physical and electronic assets must be labelled to show their Information/Data Governance Policy
classification where appropriate.

DGO09 - Information Classification

5. Information Classification is to be used to:
- Determine the level of protection needed for the information/data
- Indicate that level of protection to other people
- Ensuring that data is appropriately protected

VVVVVVVVV

6. QMUL uses four protective marking which are; Highly Confidential,
Confidential, Restricted, Protect, Open. Documents must be
classified appropriately.

7. Documents received externally will need to be reclassified to align

with the QMUL policy.

For further information on Data
Governance Policy, please refer
to the relevant guide.

The associated processes and guidance documents can be found on
the ITS webpage and the Information Governance webpage.
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https://www.its.qmul.ac.uk/services/service-catalogue/items/it-security.html
https://www.its.qmul.ac.uk/governance/policies/
https://www.its.qmul.ac.uk/media/its/documents/governance/sops/SOP-DG09-Information-Classification-Policy-V2.0.pdf

Document Management — Edit Metadata

“Metadata” is additional information

about a document. Adding metadata

is known as “Tagging”

Tagging helps documents to be
searched for and found in the
future

Tag a document using:

1.

e o

Details option in the item menu

The Details paneicon

Edit values by typing in the
available fields

Your update to the tags will be
tracked in Version control

Ensure documents have the
appropriate security
classifications
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Home

| Documents
Shared with us
Notebook
Pages
Site contents
Recycle bin

Edit

@ IT Support

£ Open & Share

IT Support Home

Documents

] MName

@ 0] QMUL Test Document 8uxlsx

B QMUL Test Document 6.pptx

@) QMUL Test Document 5.docx

@) FSP Test Document 7.pub
FSP Test Document 4.xlsx
@) FSP Test Document 3.pub
@) FSP Test Document 2.pptx

@  FSP Test Document 1.docx

O Search this library

o

@ Copylink L Download [i] Delete =3 Pintotop =% Rename

Open

Pre odified By
| share freth Evans.

Copy link

Manage Access
Download
Delete

Flow

Rename

Pin to top
Move to
Copy to
Version history
Alert me

ore

ip % Following =1 Next steps

X 1selected ~ = All Documents®

Add column

B QMUL Test Document 8.xlsx
Name *

QMUL Test Document 8.xlsx
Title

Document Status

Department

School

Document Type

Location

More details




Document Management — Share

You can share an individual document with specific people inside or outside of Queen Mary using the Share

option. This will send an email with a link to the document. This will always be the latest version of the document.

Always Share a link to the document rather than sending an email attachment.

1. Usersinside Queen Mary
2. Users inside Queen Mary or existing Guest Users
3. Defined users inside or outside Queen Mary Link settings . send Link .
4. Sharing a link allows users to retract the file quickly e weudyoutie tislinkio worcfort Leam more

if it is sent in error

. ) . . @ People in Foundation SP with I

5. Sharing a link ensures there is one version of the ihe link

truth not multiple versions preventing the reepie ith esng secess

Specific people v

maintenance of old versions and retention issues

Other settings
Documents o Allow editing m

e

Name Modified Modified By Add column
@ F
QMUL Test Document 8.xlsx
@ QMUL Test Document 8.xlsx
Apply Cancel
QMUL Test Document &.pptx

Copy Link Qutlock

S]

(-

QMUL Test Document 5.docx
See details

FSP Test Document 7.pub

FSP Test Document duxdsx

B & & %5 & & U

FSP Test Document 3.pub
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Document Management — Password Protecting a Document

If you have a document which has sensitive or confidential information then Password Protect the Document.
Also if you are sending someone a file as an attachment, password protect the document and send the password

in a separate email or by another means e.g. text

Documentd -

Go to File © Info

. @ Home
Click Info
. . o IE Protect Document
CIICk Protect Document and Choose Encrypt Wlth Password = Open pm&t Control what types of changes people can make to this document.
Document ¥
Type the Password, the type it again to confirm it. I e | Avays Open Read-Only

® Prevent accidental changes by asking

/ Save

Save the file to ensure the password is effective o Savehs

it contains:

E Encrypt with Password LthorBhame
Q Password-protect this document

Print

Restrict Editing
Share [';E] Control the types of changes others e
Encrypt Document ? X can make hs.
Export Restrict Access
Encrypthe contents of i fle D@ Grant people access while removing >

/ Password: Transform their ability to edit, copy, or print.
e D Add a Digital Signature

Ensure the integrity of the document
by adding an invisible digital signature

Caution: If you lose or forget the password, it cannot be Close
recovered. It is advisable to keep a list of passwords and
their corresponding document names in a safe place.
(Remember that passwords are case-sensitive.)

Account D Mark as Final
Ve

Let readers know the document is

Cancel Feedback final.
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Document Management — Compliance

1. Office365’s tools should always be used over third party solutions

&
7,

®

©

2. Users need to be aware of rules and restrictions on the use of SP and ODfB.

3

The information classification There is guidance on what
of a file affects if it is suitable to SP/ODfB are best for and what
be stored in SP/ODfB. they can and cannot be used for.
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For further information on Data
Governance Policy please refer to
the relevant guide.

The associated processes and
guidance documents can be found
on the IT Services T&Cs and the
Information Governance webpage.

[«

Consider the appropriateness
of sharing files and folders,
especially with external users.
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http://www.arcs.qmul.ac.uk/media/arcs/policyzone/Data-Protection-Policy-v03.0.pdf
https://www.its.qmul.ac.uk/services/service-catalogue/items/it-security.html
https://www.its.qmul.ac.uk/governance/policies/

